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Abstract: The rapid advances in the new digital world are producing vast amounts of data. This gives more
opportunities in business management, but it can also help in implementing new security techniques. Intrusion detection
systems (IDS) are enforcing processes for analyzing network data. This study is reviewing the main Deep Learning
approaches for intrusion detection in IT network traffic. In the beginning, the study gives an overview of the various
IDS types and their usability in the IT network. Then it presents some of the most used Deep Learning techniques
proposed by the research community in recent years. By analyzing various papers on the subject, current achievements,
and limitations in developing IDS are detected and presented. The study ends by providing the future reach of the newly
proposed Deep Learning techniques in monitoring and detecting malicious activities in network traffic.
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INPETJIEJ] HA TEXHUKMU 3A UVIABOKO YYEILE HA CUCTEMMU 3A JTETEKIIUJA
HA HAITAIX BO MPEKHN

A mecTpak T: bp3uor Hanpenok Ha JUTHTATHOTO OMNINTECTBO NPEAM3BHUKYBa T'€HEPHpame rojeM Opoj
noaarory. OBHE ITOJaTOLH MOKPaj TOA ILITO I'M 3roJIeMyBaaT MOJKHOCTHTE 3a HAlPeJoK Ha OM3HUCOT MOXKAT MHOTY Jia
MIOMOTHAT BO CIIpaByBame co Oe30eaHocHuTe npeau3suny Bo UT-undpactpykrypara. Yiorata Ha CHCTEMOT 3a JeTEK-
[IFja Ha HalaJy € J1a BPIIM aHaji3a Ha MPEKHHOT cOO0pakaj M Jla TH IETeKTUpa MOXHHUTE 3akaHU. Bo TpynoT ce
00paboTeHH MMO3HAYAjHUTE TEXHHKH Ha y4YEHETO BO ATabo4nHa. PasrienaHn ce MpeKky NMpe3eHTUpare Ha HUBHHOT
Ha4YMH Ha (QYHKINOHHPAE U KaKO ce KOPHUCTAT BO ITOHOBATA JINTEpaTypa oX Taa obnact. Co aHaNN3a HAa PEIEeBaHTHA
o0jaBeHH Hay4YHH TPYIOBU Ha TeMara ce NMPETCTAaBEHH MOMEHTAIHHTE JOCTUTHYBamba M OrpaHHYyBama Ha HOBHTE
pemrennja Ha IDS mpeutoxkeHn BO IMOCIEAHUTE TOJWHHU KOPHCTEJKH TEXHUKH Ha ydeme Bo qrabounmHa. Ha kpajor
TPYAOT AaBa NPErjaea Ha UAHUOT OIICET Ha JOCTUTIHYBambaTa KOU MOXKaT Ja €€ IOCTUrHAT CO TEXHUKUTE Ha lIJ'IaGOKO
yuere BO JENOT Ha MOHUTOPHHT U JIETEKIHja Ha 3JI0HAMEPHU aKTHBHOCTH BO MPEXEH coo0pakaj.

Kiyunu 360poBH: cucTeMu 3a JAeTEKI[Mja Ha HAaMa/Iu; MAlIMHKO Y4ehe; Yuemhe Bo [yiabournHa

1. INTRODUCTION

Intrusion detection systems (IDs) are a critical
segment of every well-established information se-
curity posture in an organization. In the security of
IT networks, an intrusion is defined as an act of
compromising the network resources and servers’
infrastructure. An implementation of IDS is provi-

ding monitoring, detecting, and intentionally pre-
venting malicious activity on the network to secure
the confidentiality, integrity, and availability of the
data [1].

The fast-growing evolution of network infra-
structure with the introduction of many new ser-
vices for supporting business continuity is generat-
ing enormous quantities of data and information.
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This becomes a heavy burden for the IT security
personnel and well-positioned IDS can significantly
help in mitigating the security risk to organizational
data. The implementation of IDS in the network in-
frastructure can help in detecting and preventing un-
usual activity in the network traffic.

Traditional IDS are based on technology that
is enforcing too many rules on network traffic and
this becomes a headache for the IT staff. On the
other hand, Machine Learning (ML) technologies
are giving an innovative approach to developing and
utilizing 1DSs in the network infrastructure. Since
the beginning of the adoption of ML algorithms in
the science community, ML was seen as a new and
a potential way ahead for improving the shortcom-
ings of the traditional IDS. The first ML-based IDSs
were applying traditional ML algorithms which
were able to notable classify the bad traffic from the
good network traffic. This led to the introduction of
many new ML technologies for IDS implementa-
tion.

Nowadays, Deep Learning (DL) techniques
are the front runners in the application of ML in
IDSs. The innovative approaches are giving remark-
able results for pattern recognition and anomaly de-
tection in network traffic. These results provide a
very good foundation for enforcing DL techniques
in IDS.

?. Related work

In the literature, the relevant studies for re-
viewing the DL approach in building IDS are done
for synthesizing the current trends and achieve-
ments of the scientific community. In [2] the authors
have analyzed the research in IDS using the ML ap-
proach until 2019 with a specific interest in the da-
taset, DL techniques, and metrics. Concluding that
soft computing techniques are on the rise and that
researchers are using old datasets that can limit the
development of ML-based IDSs.

In another paper, [3], is providing a review of
the ML technologies until 2020 by studying the pro-
posed methodology, evaluation metrics, and dataset
selection and discussing the strengths and limita-
tions of the proposed solutions. Here, the author
highlights various research challenges for the fu-
ture.

In one of the most recent papers on the topic,
the authors of [4] have done an incredibly detailed
comparative study on various ML techniques such
as artificial neural networks, support vector ma-
chines, decision trees, and hybrid classifiers. This
study presents some of the datasets used in ML and

the performance metrics for evaluating the ML
models. Future work is also discussed.

2. INTRUSION DETECTION SYSTEMS

An Intrusion Detection Systems (IDS) makes
regular checks on the network traffic for malicious
activity on all inbound and outbound packets. If ma-
licious activity is detected IDS can also enforce a
security mechanism for preventing damage to the
network environment and notify the system admin-
istrator about the attack. In comparison to the Fire-
wall, the IDS has better detection of interior attacks,
and it provides more reliable strategies for securing
the perimeter.

The IDS can be classified into distinct catego-
ries depending on the implementation in the opera-
tional environment or the detection mechanism. IDS
can be implemented as a Host Intrusion Detection
System (HIDS) and as a Network Intrusion Detec-
tion System (NIDS).

Host intrusion detection system (HIDS) in-
spects traffic that originates from/to one device in
the network. This type is limited in performance and
cannot detect what is going on in the other parts of
the network environment. Usually detects unusual
connections, file changes, and file removal on one
system and notifies the user of that system.

For inspecting network traffic, a NIDS is used.
NIDS is part of the overall network security infra-
structure on the organizational level. Usually is im-
plemented on the main entering network points
(gateways, routers) and it inspects the incoming and
outgoing network traffic. NIDS checks the traffic
for the known attacks’ signatures in the data pack-
ets. If a match is found, NIDS can prevent damage
to the network infrastructure and sends and notifica-
tions to the system administrator.

Signature-based detection mechanisms usually
mean that the IDS must be regularly updated with
the signature of newly discovered attacks. Other-
wise, the IDS will be unable to detect and prevent
new attacks. So, the inability to detect unknown at-
tacks is one of the main shortcomings of IDS [5] and
is a challenge for IDS based on Machine Learning
techniques.

Machine learning intrusion detection systems

Machine learning-based implementation of IDS
is a process of learning different patterns in data by
machines (computer systems) from previously col-
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lected data and applying those patterns to newly ac-
quired data. By this, the machines can make predic-
tions about what kind of data is and act on the data
or other systems. ML can be categorized based on
the learning approach and the functionality of how
they work on new data. The three main types of ML
techniques categorized by the learning approach are
supervised learning, unsupervised learning, and
semi-supervised learning.

In supervised learning, the machine learns
from labeled data to construct a pattern for future
predictions. This learning is used for both classifi-
cation and regression problems. The following are
some of the most common ML algorithms for su-
pervised learning: k-Nearest Neighbor, Decision
Tree, Naive Bayes, Support Vector Machine, Ran-
dom Forest Algorithm, and Linear Regression Al-
gorithm.

On the other hand, in unsupervised learning,
machine learning with unlabeled data detects un-
known cases. Some common ML algorithms for un-
supervised learning are Hidden Markov Model, K-
means Self-Organizing Map.

In semi-supervised learning, the machine
learns with both labeled and unlabeled data. Some
examples of semi-supervised algorithms are SVM,
Gaussian Fields Approach, and Spectral Graph
Transducer.

Furthermore, ML algorithms can be classified
as Shallow Learning and Deep Learning. ML tech-
niques with few layers are known as Shallow Learn-
ing (SL) and they are better for less complex tasks.
The newly raised technique which uses more layers
of a neural network is named Deep Learning (DL).
DL is used for complex tasks and on a larger dataset.

ML techniques are noted as one of the best ap-
proaches for the effective development of IDS by
providing, a high positive alarm rate, low false
alarm rate, and improved detection rate [6]. These
types of IDSs are using learning-based systems that
can detect classes of attacks by comparing normal
(benign) and bad (attack) traffic behavior. In our
work we discuss the latest DL techniques for intru-
sion detection in IT networks.

3. DEEP LEARNING TECHNIQUES FOR IDS

Neural Networks have brought a new approach
to building ML models. The DL techniques have
shown that traditional ML techniques can be re-
placed by more efficient and more accurate ML
models. In the following part, we are presenting
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some of the most used DL techniques for building
ML models for IDS.

Restricted Boltzmann machine

Restricted Boltzmann machine (RBM) can
find patterns in the data by reconstructing the input.
Hinton in [7] introduced an approach that created
the restricted Boltzmann machine. RBM, depicted
in Figure 1, is a shallow two-layer network with vis-
ible and hidden layers. Each node in the visible layer
relates to each node in the hidden layer. RBM is
considered restricted because no two nodes in the
same layer share a connection. The nodes are con-
ditionally independent of each other in the same
layer. In the forward pass, RBM takes the input and
translates that into the set of numbers that encodes
the input. In the backward pass, RBM takes the out-
put set of numbers and sends them back to the visi-
ble layer to reconstruct the input. A well-trained net-
work will be able to make translations with a re-
markably high level of accuracy. In RBM weights
and biases have a particularly important role. They
help the RBM to determine the relationships among
the import features and help RBM to decide which
features are most important when they detect pat-
terns. The training process consists of many forward
and backward passes that are helping the RBM to
reconstruct the input data. In the beginning, every
input is combined with every individual weight and
one overall bias. The result may or may not activate
the hidden neurons. The same process is done in the
next step with the backward process. In the back-
ward pass, the input is combined with every individ-
ual weight and the overall bias. In the visible layer,
the returned result is compared to the initial input to
determine the quality of the results.

Fig. 1. Architecture of restricted Boltzmann machine (RBM)
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This process is repeated until the input and the
reconstructed result are as close as possible. Here
learning means assigning a probability to every pos-
sible pair of visible/hidden vectors. The estimation
of updating values is presented with Egs. 1, 2, and 3

[8].

twy =€ (vOr® - vPr) ()
Aa; = € (vi(o) - vi(T)) (2)

_ (p© _®
Ab; = € (hj — b ) (3)

where:

v; — is state of the visible unit i,

h; —is state of the hidden unit j,

a; — is bias of visible unit i,

b; —is bias of hidden unit j,

w;;— weight between visible unit and the hidden
unit,

Aw;j— is updating value for wij,

Aa; —is updating value for a;,

Ab; — is updating value for bj,

€ — is the learning rate,

T — times of probabilistic distribution,
t—2??72.

The application of RBM for network intrusion
detection does not have many applications proposed
by the scientific community. The authors in [9] are
proposing an intrusion detection method with RBM
as one phase in the methodology. In this paper, the
authors are proposing the application of RBM for
feature extraction since RBM has proven perfor-
mance for unsupervised feature extraction which
could be efficient to learn user behaviors from raw
traffic data. Furthermore, the proposed method is
utilizing the Feed-Forward Neural Network, auto-
mated FFNN, Random Forest (RF), and Support
Vector Machine (SVM) ML techniques for classify-
ing the network traffic in the observed domain.
Their work shows that the proposed methodology
can detect DDoS attacks efficiently and accurately.

Convolutional neural networks

Convolutional neural networks (CNNs) were
introduced to overcome the problem of too many
weights in neural networks. Used mostly in image
recognition, CNN doesn’t need data preprocessing,

it can process raw data and extract the needed fea-
tures. CNN is using spares connections and weight
sharing which lowers the need for computational
power and helps in the time complexity of the train-
ing. The data is transitioning over two layers, the
convolutional layer, and the pooling layer of CNN.
The process of training, depicted in Figure 2, is re-
peated for several convolutional — pooling itera-
tions. In the convolutional layer the data is convo-
luted with fix sized kernels which sample the data
to clusters — convoluted representation of the data
and the kernel. Further, the pooling layer reduces
the dimensionality of the convoluted data clusters.
This reduction can be enforced with distinct func-
tions but the most established are max-pooling and
average pooling. With max-pooling the maximum
value of the cluster is taken for the next iteration,
whereas average pooling the average value of the
processed cluster is taken for the next iteration.

hidden layer 2 final layer
8 feature maps

image patch hidden layer 1

1 layer 4 feature maps 4 class units

36x36 26x28 14x14 10x10 55

P

convolution max  convolution
(kernel: 5x5x4)  pooling  (kernel: 5x5x8)

!

convolution max
(kernel: 9x9x1) pooling

Fig. 2. Overview of the training process for CNN

As CNN is used for image recognition its use
in IDS is challenging. There is much research done
with CNN for IDS but developing a CNN model for
IDS that will be reliable and effective is still a prob-
lem. The authors in [10] have notated this and pro-
posed a method that will use evolutionary convolu-
tional neural network (ECNN) for IDS. They are
suggesting the use of multi-objective immune algo-
rithm to optimize the accuracy and weights of
CNNs. Their model has shown higher detection ac-
curacy when compared to some state-of-the-art al-
gorithms. Furthermore, the authors of [11] have
suggested the use of IDS which can identify attacks
by using model based on CNN. Here they are re-
moving the redundant and irrelevant features in the
network traffic data using various dimensionality
reduction methods. Later the features from the di-
mensionality reduction data are extracted using
CNN and the traffic vector had been converted to
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image so to reduce the computational cost. The au-
thors proved that they method have not only theo-
retical value but also and the practical value by ex-
perimenting with the method on standard KDD-
CUP99 dataset.

The authors at [12] have depict the usage of
Binary Grey Wolf Optimization for detection of op-
timal features from the data. They have proposed a
CNN approach named TreeNets. This method is
identifying the attacks and segregates them into bi-
nary outcomes. With their work they exhibit three
variants of TreeNets and made a comparison with a
known state-of-the-art ML and DL models. The ex-
periments have shown respectable results in detect-
ing suspicious activity.

Overall, the scientific community is working
on CNN application for IDS, but the work is not
providing reliable and effective results. CNN can
significantly improve the accuracy of classification
but the convergence speed and ability for generali-
zation of CNN is a problem that should be addressed
in the future.

Recurrent neural networks

Recurrent Neural Network (RNN) is a type of
Deep Learning network which is used for pro-
cessing sequential data in layers of neurons. RNN is
mostly used for supervised classification learning
and incorporates input, hidden and output layers.
Much of the work for data processing is done in the
hidden layer. The architecture of RNN is shown in
Figure 3. This network forms connections between
the nodes in a directed structure and encompasses a
feedback loop for applying the output values in the
input layer. In building bigger models RNN is suf-
fering from a vanishing/exploding gradient problem
and the solution can be found in implementing
Long-Short Term Memory (LSTM) and Gated Re-
current Units (GRU) models. These models possess
an internal cell for storing input values which helps
in processing directly corelated data from the da-
taset. The best results are achieved in applications
where the output is predicted by analyzing the pre-
vious values of the data.

ERR N

e e

o o o o

Fig. 3. Architecture of RNN
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In [12] the authors are suggesting a hybrid DL
model for IDS by using RNNs. The method is based
on LSTM type of RNN and is proposed improved
long-time memory tree model. This approach
should have a secondary detection for solving prob-
lems with high false negative rate in RNN based
IDS. For proving their work, they have made exper-
iments with NSL-KDD data set. In another method,
the authors of [13] have address the intrusion detec-
tion with combining two DL techniques CNN and
RNN. Their work is done in two parts. The first is
analyzing the payloads with CNN classification and
the second part is detecting an attack with RNN
classification. They are suggesting that the proposed
model is learning the features without feature engi-
neering, supports end-to-end detection and shows
better results compared to some state-of-the-art
methods. Similar approach is proposed by authors
of [14] suggesting a hybrid model with CNN and
LSTM-RNN networks. They are presenting that the
model has obtained a high accuracy as 94.4% with
previous hyper parameter tuning done by using deep
learning architecture.

The ability of RNNs to store input values and
use them later for making data correlation is a sig-
nificant advantage in comparison to other NNs
when are sequential data is processed. Combination
of RNNs with various ML techniques in hybrid
models has been seen as a right approach in appli-
cation of RNNs for IDS.

AutoEncoder neural network

AutoEncoder (AE) is an unsupervised DL
technique. It is used for building artificial neural
networks that can learn data representations on the
input of the network, to reconstruct as an output. AE
is learning the features of a set of data, the purpose
of it is for dimensionality reduction. The network,
depicted in Figure 4, is symmetrically constructed
and the numbers of neurons and layers on the input
are the same as on the output. In the middle between
the input and output layer, there is the smallest layer
of all which is called the bottleneck layer.

The main reason for constructing this type of
layer is to encode the input data from the input layer
into the bottleneck layer and later decode the data
on the output layer. Because of this functionality,
the input layer is known as the encoder and the out-
put layer is known as the decoder.

This process of reconstructing the input data

on the output of the AE comes with some loss of
level of data accuracy.
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Fig. 4. Architecture of AutoEncoder neural network

If the AE is well-trained the loss is minimal.
Eqg. 4 represents the cost function of the AE.

1 ~
Jag = ;Z?ﬂ(%”xi —x;11%), (4)
where,
Ja, — is the value of the cost for input data,
n  —is number of input samples,

x; —isthe value of the input data,
X; —isthe value of the output data.

The AE training is done in two stages in the
first stage a Contrastive Divergence (CD) is used
between neighboring pairs of input layers. In the
second part with back backpropagation, the whole
network is for finetuning. The process of recon-
structing the data on the output is useful in many
cases. A well-trained model can enforce noise re-
duction on the data and emphasize the meaningful
feature of the input data, variational autoencoder
can be trained to generate new data and by applica-
tion on pattern recognition problems, the AE can de-
tect the anomalies in sequential data.

In IDS AE is used for detecting anomalies in
network traffic by segregating the usual traffic from
the unusual traffic. This application of AE is con-
stantly evolving, and the results are improving. In
[15] the authors proposed a deep learning classifica-
tion method in the process of data preprocessing for
feature extraction. This approach has led them to the
improved classification of performance and detec-
tion speed. The authors in [16] have proposed a sim-
ilar method by combining DL and SL techniques.
They presented an effective stacked contractive au-
toencoder (SCAE) for feature extraction from the
raw network traffic. Further, they have used the
SVM classification algorithm for improving the de-
tection performance on two different evaluation da-
tasets KDD Cup 99 and NSL-KDD. In the next pa-
per [17] the authors are bringing together the AE

and the Improved Genetic Algorithm BP (IGA-BP)
in one proposed method. AE is used for the elimi-
nation of redundant information and for reducing
data dimensionality. The IGA-BP network model
solved the problems with slow detection rate and
getting easy into local optimality in the BP network.
Their findings from the experiments have shown
that the proposed method has a significant effect on
classification accuracy, false positives, and detec-
tion rate.

Overall, the work with autoencoders in the re-
cent period is focused on improving the feature ex-
traction in the preprocessing phase of the model
building and combining the results with different
ML techniques.

Generative adversarial networks

Generative Adversarial Networks (GANSs) are
a class of artificial intelligence algorithms used in
unsupervised machine learning. GANs are imple-
mented by a system of two neural networks contest-
ing with each other in a zero-sum game framework.
From a wide perspective GANSs consist of two parts:
the generator (G) and the discriminator (D), de-
picted in Figure 5.

] ’_’ ’_’ J=P Real or Fake
[ Discriminator [

Fig. 5. The illustration of generative adversarial network

The generator creates data that is as realistic as
possible, while the discriminator evaluates the data,
trying to distinguish between real and generated
data.

The primary goal of GANSs is to generate high
quality, realistic data, which makes them powerful
tools for image generation, video generation, time-
series data generation and more. In the system ar-
chitecture generator and discriminator are typically
deep neural networks. The architecture is designed
such that both networks improve their performance
in response to the other, creating a dynamic learning
environment. During training, the generator’s goal
is to produce data that is indistinguishable from real
data, thereby ‘fooling' the discriminator. The dis-
criminator learns to become better at distinguishing

J. Electr. Eng. Inf. Technol. 8 (2) 83-92 (2023)
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real data from the fake data created by the generator.
This adversarial process continues until the genera-
tor produces data so close to real that the discrimi-
nator cannot reliably distinguish fake from real. Eq.
5 represents objective function of GANs that can be
transformed into a minimax game,

minmaxV(D,G) = Ex~paataco [log D(x)] —

~Epp,, llog1—=DG@N], ()

where x indicates the real data distribution from
Pdata(x), E indicates the expectation, z indicates the
vector from the random noise distribution p,(z),
G(z) and D(x) indicates the samples generated by
the generator, and the probability that D discrimi-
nates x as real data, respectively.

D(G(2)) indicates the probability that D deter-
mines the data generated by G. For the generator G,
to fraud D, the discriminator probability D(G(z))

needs to be maximized, so log (1 - D(G(z))) will

be minimized. For the discriminator D, a cross en-
tropy function is used to distinguish between G(z)
and x, and D wants V(D, G) to be maximized. In
practice, G will be fixed firstly, and the parameters
of discriminator D are updated to maximize the ac-
curacy of D. And then, D is fixed to optimize G.
When G and D have a sufficient capacity, the model
will converge, and these two parts will reach the
Nash equilibrium. At this time, pygeqx) = Pg(X),
and the discriminator cannot determine the differ-
ences between these two distributions.

While primarily known for data generation in
various fields including art generation, photo-realis-
tic image synthesis, style transfer, and more, GANs
can also be applied in anomaly detection for intru-
sion detection, where they learn to generate 'normal’
data, and deviations from this can be flagged as
anomalies. GANs are actively researched, and many
researchers have shown the potential of GANs for
intrusion detection.

AnoGAN was one of the first GAN that was
proposed for anomaly detection in image data [18],
and latter was applied to GAN-based intrusion de-
tection in [19]. In AnoGAN, the generator receives
information about a real instance and, if this was
anomalous, it would learn to produce a fake benign
instance using a technique called feature matching.
A major disadvantage is that AnoGAN required a
time-consuming backpropagation process to define
the mapping for anomaly scoring and reconstruction
of the data [20].
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The project Efficient GAN-Based Anomaly
Detection (EGBAD) improved the performance of
ANnoGAN by using a BiGAN design [19]. The
EGBAD and AnoGAN were evaluated on the KDD-
99 network intrusion dataset [21]. The influence of
BiGAN encoder helped in eliminating much of the
computation necessary for the scoring and recon-
struction that originally influenced AnoGAN'’s
training performance. This helped in increasing bi-
nary classification performance. For evaluation the
authors used F1-scoring, which gives a clearer esti-
mation of the performance then using raw accuracy.
Results show that AnoGAN achieved an F1-score
of 78.52%, EGBAD achieved 93.72% [18].

In IDSGAN, the generator was used for creat-
ing malicious traffic and the discriminator received
responses from a simulated intrusion-detection sys-
tem as input. In the research the model is tested on
NSL-KDD dataset [21]. The IDSGAN was imple-
mented based on a GAN using the performance met-
ric of Wasserstein loss [22], this produced an “au-
thenticity” score instead of a probability that an in-
stance is part of the real dataset. With this the gen-
erator receives more specific information about how
to adjust its weights and with that can create more
stable model [23]. Here the intrusion-detection sys-
tem was simulated with one of the following ma-
chine-learning algorithms: a Support-Vector Ma-
chine, Logistic Regression, Naive Bayes, k-Nearest
Neighbors, Linear Programming, and Random For-
est.

One proposal that has notably results was the
Generative Adversarial Network Intrusion-Detec-
tion System (GIDS). The authors in this proposal
are implementing a raw Controller Area Network
(CAN) traffic data [24]. The CAN protocol it resem-
bles industrial control system protocols and is used
in automotive vehicles. The researchers tested two
discriminators. The first one was trained on real
traffic data, both malicious and benign. The second
discriminator was trained on both fake and real data
generated from the generator. Here the generator
took a combination of normal and noise traffic data
as input. For evaluation of the proposal the authors
used accuracy, which is the proportion of correct
predictions over total tested instances. In this re-
search the first discriminator has detected over 99%
of the malicious data that it was tested on, on the
other hand, the second discriminator reached 98%
accuracy on the attacks that were not known for the
first discriminator. The proposed model shows that
with combination of the two discriminators a 100%
accuracy can be achieved.
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Continuous advancements in GAN technology
have led to more efficient and effective models. For
instance, some research has focused on stabilizing
the training process, which is traditionally challeng-
ing due to the adversarial nature of the networks.

In summary, GANs represent a significant
breakthrough in the field of generative models, with
their unique adversarial approach to learning, ena-
bling a wide range of applications from realistic im-
age generation to complex anomaly detection sys-
tems.

4. CHALLENGES AND OPPORTUNITIES
IN FUTURE DL BASED IDS

Deep learning for intrusion detection systems
(IDS) is a rapidly evolving field, with significant
potential for advancements and innovations. We can
highlight several areas that are interesting for future
research and development. These areas not only fo-
cus on enhancing the accuracy and efficiency of in-
trusion detection but also address broader chal-
lenges such as adaptability, scalability, and integra-
tion with emerging technologies. Some of the future
challenges include:

1. Federated learning for IDS [25]

This approach is working on developing feder-
ated learning approaches for IDS that enable collab-
orative learning across multiple devices or networks
without sharing raw data, enhancing privacy and
data security. This can lead to development of ro-
bust models that can learn from diverse network en-
vironments and adapt to local conditions without
compromising sensitive data.

2. Explainable Al (XAl) in IDS [26]

Integrating XAl methods to make deep learn-
ing-based IDS more transparent and interpretable,
helping security analysts understand and trust the
decisions made by the system. They have the poten-
tial to develop IDS that provide actionable insights
and explanations for detected threats, improving de-
cision-making and response strategies.

3. Anomaly detection with advanced GANs [27]

In this approach advanced Generative Adver-
sarial Networks (GANSs) can be used for more so-
phisticated anomaly detection, especially for identi-
fying novel or sophisticated attacks. In the future
works GANs can simulate complex attack scenarios
for better training of IDS and more effective detec-
tion of previously unseen attack types.

4. Integration with blockchain technology [28]

In this approach a combination of deep learn-
ing-based IDS with blockchain technology is used
for ensuring secure and trustable network transac-
tions. This can potentially lead to development of
IDS solutions that ensure data integrity and tracea-
bility, enhancing accountability in security opera-
tions.

5. Handling encrypted traffic [29]

The main course of action for future work is in
developing methods to detect malicious activities in
encrypted traffic without decryption, respecting pri-
vacy while ensuring security. This can lead to po-
tential novel approaches or models capable of ana-
lyzing encrypted data patterns to identify potential
threats.

Future research in deep learning for intrusion
detection systems is likely to focus on enhancing
adaptability, explainability, real-time processing,
and integration with other emerging technologies
like 10T, Blockchain etc. These advancements aim
not only to improve detection accuracy but also to
address broader challenges in these technologies.

4. CONCLUSION

In this study, we made an overview of some of
the most researched DL approaches applied in IDS.
DL techniques are becoming more and more sophis-
ticated and are taking over the field of ML for IDS
from the traditional ML techniques. This is done by
developing new DL applications or integrating the
DL models with other techniques in various ensem-
ble methods.

DL techniques, particularly those involving
neural networks, are highly effective in detecting
complex patterns and anomalies in data. They can
identify subtle, non-linear relationships that tradi-
tional methods might not detect. Additionally, they
can learn from new data continuously, allowing
them to adapt to evolving cyber threats more effec-
tively than traditional systems, which often rely on
predefined rules and signatures. Applying these
models it can help in automatically identify and ex-
tract relevant features from data, reducing the time
and expertise required for system setup and mainte-
nance.

Besides the positive aspects of DL for IDS
there are shortcomings of these techniques that need
to be addressed. The significant computational re-
sources and power that these techniques require
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may not be feasible for smaller organizations or in
environments with limited infrastructure. Addition-
ally, due to their complexity, DL models are prone
to overfitting, especially if not trained with suffi-
ciently large and diverse datasets. Transparency and
interpretability can be an issue too, since the DL
models, particularly deep neural networks, are often
seen as 'black boxes' due to their complex internal
workings, making it difficult to understand the ra-
tionale behind specific detections or predictions.

The work has shown that the future of DL for
IDS also brings many challenges and opportunities
for development of new applications in various
emerging technologies. This shows that DL for IDS
is a very broad point for discussion in the field of
cybersecurity and can contribute to the efforts for
enhancing that field.
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