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A b stract: Network security has always been and remains a major topic in telecommunications and information technologies.
Security plays a key role in a network and therefore it is very important to take appropriate measures to protect user data. In addition
to standard protocols and security mechanisms, there are many researches and experiments with current blockchain technology.
This paper presents several user scenarios for improving security in cloud computing when using blockchain and how this tech-
nology can help in cyber security within the cloud systems. Moreover, for cloud computing, we have proposed our solution, based
on many analyses over different solutions, which provides higher degree of data protection and, what is important, it does not load
the loT network and loT devices.
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MNOJOBPYBAIKE HA CUTYPHOCTA HA CLOUD NPECMETKHUTE CO BLOCKCHAIN
— KOPUCHHUYKHU CIYYAH -

AmcTpakT: MpexHaTa CUTYpHOCT OTCEeKOTall Onia U 0OcTaHyBa Ja Ouje TIaBHa TeMa BO TeJICKOMYHHUKALMHUTE U BO
nHpopMaMCcKuTe TeXHoaoruu. CUrypHOCTa Urpa riaBHa yJjora BO MpeKara M 3aT0a € MHOTY BaXKHO Jia Ce Ipe3eMaar
COOJIBETHHM MEpPKH 3a Jja Ce 3aIITUTAT KOPHUCHHYKHUTE MOJAAaTOIH. Kako HomomHeHne Ha CTaHAapAHUTE NMPOTOKOJIH U
MOCTOJHATE CHUTYPHOCHH MEXaHH3MH, MOCTOjaT MHOTY HCTpaXyBama M eKCIepuMeHTH co moctojHara blockchain
TexHoJIoruja. Bo 0Boj TPy ce mpeTcTaBeHN HEKOJIKY KOPHCHUYKH CIIEHapHja 3a o100pyBame Ha cUrypHocTa Ha cloud
npecMeTkuTe, kKora ce kopuctu blockchain, ncro taka e jgaseHo Kako 0Baa TEXHOJIOTHja MOXKe Jla IIOMOTHE 3a cajoep
6e30eHOCTA M curypHOcTa Bo camuTe cloud cuctemu. Boeno, 3a cloud npecmerkuTe, Bp3 6aza Ha MHOTY aHAIIH3H O]
MHOTY Pa3JIMIHU PEIIeH]a, IPEITI0KUBME U Hallle pelIeHne,koe 00e30eyBa IoroJIeMo HIBO Ha 3alITHTAa Ha MOATOIH
W IITO € HajBaXKHO, Tod He TH onToBapysa loT-mpexure u loT-ypenunre.

Kayunu 360poBu: BaaS; blockchain; cloud; IoT; curyproct

1. INTRODUCTION

As technology in real world, blockchain be-
gins to evolve few years ago, and it’s supposed, that
now, blockchain is changing the way IT works.
Based on a peer-to-peer topology, blockchain is a
distributed ledger technology that allows data to be
stored globally on thousands of servers — while let-
ting anyone on the network see everyone else's
entries in near real-time. This makes difficult for
one user to gain control of the network.

Blockchain can be implemented in cloud tech-
nologies to avoid problems with security. As we
know, cloud is centrally organized structure, and us-
ing blockchain can provide higher security com-
pared to storing all data in a central database like
cloud servers. From the data storage and manage-
ment aspect, damage from attacks on a database can
be prevented. Moreover, since the blockchain has an
openness attribute, it can provide transparency in
data when applied to an area requiring the disclosure
of data. Due to such strengths, it can be utilized in
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diverse areas including the financial sector and the
Internet of Things (IoT) environment and its appli-
cations are expected to expand. Cloud computing is
based on Internet computing and can provide scala-
ble services on user’s demand. Using cloud compu-
ting, users can obtain hardware or software on de-
mand, same for other computing resources.

The remainder of this article is organized as
follows. Section 2 gives an overview and key con-
cepts of cloud computing. Section 3 presents block-
chain technology basic functions. Section 4 pro-
vides description of a secure blockchain solutions
implemented in cloud computing. In section 5, we
provide our solution based on analysis of many dif-
ferent solutions and models. Finally, the last section
conclude the paper and gives some future works.

2. KEY CONCEPTS OF CLOUD COMPUTING

Cloud computing can be defined as Internet-
based computing that provides multiple scalable on
demand services through sharing or accessing com-
puting resources. Those resources are coming from
private systems or third-party, and users can access
them locally or remotely. Using cloud means users
can elastically obtain hardware, software, or other
computing resources on demand. As a scalable and
flexible solution, cloud computing can combines a
new technologies and paradigms with existing
technologies. Also, cloud usage is steadily increas-
ing. A research [1] shows that only 20% of the
workload is in the public cloud. Using cloud net-
works provides location-independent access and
many companies are migrating to cloud, and many
of them adopt SaaS cloud service model. We men-
tioned a service model, therefore, the basic cloud
service models are listed bellow. First to define
what is a service model in cloud. A service model in
cloud computing refers to an agile approach of a
delivering specific services that can properly meet
the customer demands. Three fundamental cloud
service deployments are [2]:

1. Infrastructure as a Service (laaS) —a service
model that enables end users to acquire virtualized
computing resources, such as hard drives, proces-
sors and memory cards, from cloud providers. 1aaS
is the first layer of the layer structure. It implies that
laasS is the foundation of cloud computing.

2. Platform as a Service (PaaS) —a service mo-
del that allows web developers to utilize a complete
virtualized platform for the purpose of application
or platform development. This service model con-
sists of a number of subsystems and interfaces

within a common structure, involving a stream of
relevant product development procedures.

3. Software as a Service (SaaS) — also known
as Application-as-a-Service, which refers to levera-
ging cloud-based software solutions to provide us-
ers with web-based software, platform, and infra-
structure services. Similar to laaS and PaaS, the
hardware or software can be hosted by a third party.

Expect those three basic cloud computing ser-
vice models, there are some more specific cloud
computing service models as:

o Desktop as a Service

o Storage as a Service

o Database as a Service

¢ Backend as a Service

¢ Information as a Service

e Integration as a Service

e Security as a Service

¢ Blockchain as a Service (Blockchain-as-a-Ser-
vice, or Baas, is a managed blockchain plat-
form allowing users to build blockchain appli-
cations and digital services on a distributed
network while the vendor supplies infrastruc-
ture and blockchain building tools), presented
in Figure 1.
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Fig. 1. Blockchain-as-a-Service

a) Different types of cloud

This section gives a brief description of the
four main types of clouds [2]:

1. Public cloud — A public cloud is hosted or
operated by a service provider who sells or offers a
multitude of services to the public. This may include
multicloud which combines public cloud services
from multiple vendors.
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2. Private cloud — is owned or leased by an
individual organization and is only operated or ser-
ved for the private use of the individual organiza-
tion.

3. Community cloud — A deployment model
that enables several organizations to host cloud
infrastructures and sell or offer cloud services to a
specific group of organizations. Therefore, the clo-
ud-based computing resources are shared within a
community with similar interests.

4. Hybrid cloud — A deployment model that
merges two or more cloud service deployments,
such as the private, public, and community clouds.
A hybrid cloud consists of at least one private cloud
and at least one public cloud.

b) Cloud security

Cloud offers various forms of security to keep
user’s data safe and to protect their integrity, such
as data classification, encryption forms, etc. But de-
spite of that, security plays an important role when
switching to a cloud solution, and some users are
worried about cyber attacks and crimes. According
to IEEE [3], a cybersecurity hack occurs every 39
seconds on average. Security is increasingly recog-
nized as something that customers care about, and
because of that, products, solutions and services
with more security features available are required.
Cloud computing is technology based on centraliza-
tion. This makes cloud networks/storage to be target
to many attackers. As a secured and distributed
ledger, blockchain can help resolve many of the
cyber security issues related to centralization. Fur-
thermore, the next section presents few facts about
blockchain and what makes this technology special.

3. BLOCKCHAIN TECHNOLOGY

Blockchain's primary goal is to free people
from any form of trust they are now forced to give
to intermediaries who regulate much of the user's
data. Blockchain is actually a distributed, consen-
sus-based database system that allows the transfer
of values between entities. There are many consen-
sus-based distributed systems, but only blockchain
has the following three properties:

(1) Trustless: There is no need to have a
certified digital identity. The entities involved do
not know each other, but can exchange data without
knowing their identities.

(2) Permissionless: No one decides who may
or may not work on the blockchain network. There
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are neither permissions nor controllers, and ultima-
tely.

(3) Sensorship resistant: Entities only believe
in the quality of the cryptographic algorithms and
hash functions that govern the operation. Anyone
can transact in the network. The transaction, once
sent and accepted, cannot be stopped or censored.

Mainly, the blockchain technology is based on
four central concepts: (1) peer-to-peer network, (2)
open and distributed ledger, (3) synchronization of
ledger and (4) mining.

In mining process, miners are the only nodes
in the network that can add transactions in the chain.
They compete over who will take the transaction
first and put it into the chain. For this purpose a
mathematical problem is solved ant it’s called Proof
of Work, it is kind of reverse hash operation. All of
these characteristics makes blockchain specific net-
work security tool that separates it from the rest.

As it is well known, the blockchain works with
transactions, therefore, blockchain transactions in
cloud would be user data. Everything that happens
to data, whether transport, processing or storage of
data is entered into the blockchain. What happened
to data, who accessed the data, where it went and
how that data was governed — can be verified by
anyone who has access to the blockchain. In such
way, everyone will know what happend and when.
In this way, data cannot be changed or deleted.

4. SECURE BLOCKCHAIN SOLUTIONS
IN CLOUD COMPUTING

a) Blockchain in laaS — short overview in Mchain

Data and measurements in laaS cloud are crit-
ical evidences in the evaluation of laaS.

Major techniques, for securing this kind of
data, are: trusted hardware units and centralized data
centers. But as it’s presented, one of the biggest
problem that cloud networks are facing is attack on
central units. Thus, the one of the ways to protect
data in laaS cloud network is to use blockchain as
database. The Figure 2 [6], shows architecture of so
called Mchain [6] which uses blockchain as data-
base, to store data.

Mchain introduces two-layer blockchain net-
work. In the first layer, after the production, the data
packages are the first verified by leveraging a corre-
spondence between a package and a policy, and a
one-to-one relation among a VM user and a node.
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Fig. 2. Blockchain as database in laaS

After that, consensus achievement algorithm is
proposed, to construct a semi-finished block on a
candidate block arranged by data packets. The semi-
finished block is distributed to all nodes, which can
provide a certain integrity. In the second layer, tam-
per-resistant metadata is generated by performing
PoW tasks on the semi-finished block, resulting in
strong integrity. Further, KP-ABE encryption met-
hod [6] is proposed for encrypting the data. It helps
to have a control over authorized verifiers. There are
six procedures in Mchain: (1) VM commands; (2)
Access control policies — users define the policies to
restrict the exposure scope of data; (3) VM measure-
ments data — these data is spread through cloud; (4)
Data storage — storing the VM measurements and
policies in Mchain; (5) Permissions validation —
verifiers are verifies against the policies to check the
permissions; (6) Required data — only users that are
verified can access the Mchain data.

Simply, before storing data in Mchain both us-
ers and virtual machines need to be verified. Their
credentials are created when they are registered, and
then public-private identification key pairs are used.
An encryption key is also needed to protect the data
being sent. When a data is ready to be stored in
Mchain, it is encrypted, signed by the user and the
VM from which the data is extracted, and a hash
function is created for the corresponding policy.
This package is sent through the cloud network and
the nodes are validated using validation algorithms,
moreover, the validity of the keys and hash is
checked. Then a candidate block is formed to reach
consensus with PoW in the second layer.

By separating a consensus achievement pro-
cess from the original blockchain and hiding the
time-intensive PoW tasks in the background, the

confirmation latency of data packages could be re-
duced greatly from users’ perspective.

Challenges that Mchain architecture facing
with are poor access control and time intensive PoW
task.

b) Blockchain in loT

First of all, due to the scarcity of memory,
power and computational resources of 10T devices,
they always delegate 10T application tasks to cloud
computing, which gives birth to the Cloud of Things
(CoT) paradigm [4]. The CoT offers unlimited
storage capabilities, unlimited processing power,
flexible robust cloud computing environment and
dynamic data integration.

The following features are the key ones for the
resulting motivation to integrate blockchain Internet
of Things and Cloud:

¢ Blockchain brings the capability of storing and
managing cloud 10T data through its secure
distributed ledge. More importantly, block-
chain can provide a series of security features
such as integrity, transparency and privacy, all
of which promise to tackle efficiently security
issues of current Cloud of Things networks.
Thus, the main points of blockchain here are
its security benefits to Cloud of Things and the
need for scalability improvement.

¢ Cloud computing with its large resources can
offer powerful computation and massive stora-
ge services with efficient data management,
while 10T provides the ability of sensing, inter-
connecting and communicating with physical
devices across different applied scenarios.
Therefore, the main points of Cloud of Things
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here are its advantages of providing scalable
services and the need for security improve-
ment.

Figure 3 shows the evolution of the network
communications [5]. In the early stages of network-
ing, there was only simple communication between
users and server. Further development aims to the
transition to network decentralization.

Figure 4 gives an overview of simple IoT
architecture, with a brief description of the constitu-
ent layers. Perception layer is the lowest layer in this
architecture. Network layer, where data is transmi-
tted and processed, is the middle layer and finally,
application layer.

guliiiml

Fig. 3. Past, present and future of network communication

App Layer

Perception Layer

Network Layer

Fig. 4. Simple 3 layer 10T architecture

For sure can be said that blockchain is the mis-
sing part from the puzzle for resolving the security
issues in loT.

As is known, 10T devices caries very sensitive
data, therefore, they are the target of many attackers.
Many different solutions, including blockchain, of-
fer protection for this kind of data.

Decentralized and autonomous characteristics
of blockchain makes this technology suitable for
deployment in several different scenarios like
“Smart Home”, “Smart City”, “Smart Industries”
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etc. For example, blockchain can lead an unchang-
ing history of smart devices, it can allow autono-
mous operation of intelligent devices, removing the
presence of centralized organ or human control, us-
ing smart contracts. Blockchain can also create a se-
cure way to exchange messages between smart de-
vices.

The implementation of blockchain in the loT
network brings challenges as well as opportunities.
In addition, list of opportunities are:

e Privacy/anonymity.

¢ Monetary data exchange and calculation.
e Account transactions and audit records.
e Smart contracts.

And the challenges are:

o Limited resources.

¢ Bandwidth demands.

e Security.

e Latency.

¢ Transaction fees.

o Allowed against public.

¢ Tolerance for sharing intermittently connected
devices.

¢ VVolume of transactions.

o Weakness of physical interfaces.

In Figure 5, example of architecture of CoT
with blockchain is presented.
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Fig. 5. Architecture of CoT integrated with blockchain
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Furthermore we will discuss the challenges
that BloT applications are facing with [5].

Energy efficiency. — Energy efficiency is key
to enable a long-lasting node deployment. Most of
the consumption is due to two factors: Mining
Involves PoW; P2P communications — Require
edge devices that have to be powered on
continuously, which could lead to waste energy

Throughput and latency. — 10T deployments
may require a blockchain network able to manage
large amounts of transactions per time unit. This is
a limitation in certain networks. For instance, Bit-
coin’s blockchain has a theoretical maximum of 7
transactions per second, although it can be increased
by processing larger blocks or by modifying certain
aspects of the node behavior when accepting trans-
actions. Regarding latency, it is important to note
that blockchain transactions take some time to be
processed. For example, in the case of Bitcoin,
block creation times follow a Poisson distribution
with a 10-minute mean, although, for avoiding do-
uble-spend, merchants are recommended to wait for
about an hour, since five or six blocks usually need
to be added to the chain before the transaction is
confirmed

Blockchain size, bandwidth and infrastructure.
— Lightweight nodes, which are able to perform
transactions on the blockchain, but who do not have
to store it; Another alternative would consist in the
use of a mini-blockchain; Transaction and block
size have to be scaled according to the bandwidth
limitations of 10T networks: many small transacti-
ons would increase the energy consumption associ-
ated with communications, while a few large ones
may involve big payloads that cannot be handled by
some loT devices; Regarding the infrastructure, cer-
tain elements are required to make the blockchain
work properly, including decentralized storage,
communication protocols, mining hardware, ad-
dress management or network administration.

5. MIXING THE USE CASES
AND PROPOSING A DIFFERENT SOLUTION

From the challenges presented in in the previ-
ous section, we can see that the best way to protect
sensitive loT data, while not ignoring the chal-
lenges, is to form Mini-blockchains. The mini-
blockchain solution is the first proposed for bitcoin
[7]. Therefore, our solution proposes to use mini-
blockchain within 10T and cloud computing.

Mini-blockchain is the standard blockchain
technology discussed in the sections above, with

one difference, mini-blockchains does not keep a
copy of all blocks and transactions (historical
blocks). The idea behind mini-blockchains is to se-
parate blockchain functionality into different mec-
hanisms. In this way it can provide increasing band-
width, improved flexibility, higher transaction spe-
ed and reduced latency. Another question is, why
we propose mini-blockchains? Simply, mini-block-
chains can be used in industries where users need to
get access to their data quickly and in a secure way.
This also includes the 10T industry. No less import-
ant fact is that with the growth of the network and
the number of users, blockchain network’s growths
too, which is one of blockchain's major problems,
keeping a history of blocks and transactions.

10T devices had low computing power, and are
collecting small and sensitive data. They can work
at certain intervals, for example when it is necessary
to include a period continuously, and in certain
periods they are in a so-called “sleep” period when
they do not need to collect data. In doing so, loT
users needed fast access to their data which must be
protected. On the other hand, all of the reasons, op-
portunities, and challenges of merging blockchain
with 10T are somehow contradictory, but one way
to take advantage of blockchain's security benefits
is precisely the mini blockchain solution. Block-
chain actually stores huge amounts of information,
blocks and transactions that are not even needed
after a certain period of time, which can lead to
""congestion™ in the network after a certain period or
longer processing time, etc. “It requires you to store
a lot of data which doesn't really need to be stored
forever. Breaking up the functions of the blockchain
is the key” [7]. Figure 6 shows our proposed solu-
tion. The mini-blockchain will contain a group of
0T devices, which allows them to exchange data in
a secure way, for example, devices that has the same
function, or maybe devices that are in same region.
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Fig. 6. Mini-blockchain cloud solution in loT
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All devices are represented on the network
with an identifier and pair of public and private
encryption keys. When an 1oT device (for example
a smart meter) generates metering data, it should
encrypt it using cryptographic algorithms. In this
case we will take the ECC encryption algorithm.
The ECC has a significant advantage in this aspect
[8]. Moreover, the device will generate a transaction
with the data to be stored and will sign this transac-
tion, therefore, everyone will know which de-
vice/sensor produced this data. The sensor will in-
dicate as transaction output the public keys with the
right to data read. It sends this transaction to net-
work miners, which authenticate and include it in
the next block. As the blockchain is public, all users
have access to transactions and know that a particu-
lar user has the right to read the history produced by
the presence sensor. However, only those who have
the private keys will be able to read the measured
data which was released by the device/sensor. But it
our case, mini-blockchain is “public” only for de-
vices that are connected to it, but for the whole net-
work, mini-blockchain will be private. It means that
mini-blockchain only allows a certain users/entiti-
es/devices to participate in that network. Participa-
nts have specific rights and restrictions.

If some devices simultaneously generate mete-
red data, then a block with transactions of that data
is created. With the cryptographic algorithm, hash
for that block is generated and stored in the block
header to ensure that the data remains unchanged.
The network can be configured by setting up a block
of "transactions" after specified time, no matter how
many devices have generated metered data. The
blocks are interconnected with hash functions (same
as in regular blockchain) and are sent to the block-
chain defined in the cloud network (all blocks), thus,
IoT devices are freed from storing the history of all
previous block transactions. All verified users in the
mini-blockchain network will be able to access the
necessary data. Blockchain has so called ledger who
keeps track of all transactions. Each peer in the net-
work has a copy of that ledger and the ledger is
periodically updated. If devices are with better per-
formace, than every device can store copy of a led-
ger on a daily or weakly basis. Because mini block-
chain is private and has only verified devices, than
those devices don’t have to do the PoW tasks. PoW
is done in the regular Blockchain. Actually, the idea
is to free those devices form PoW tasks, as they
don’t have the capacity to do it.

A question arises: Can users get access to data
that is stored in the regular blockchain? — Yes, users
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that are verified to get access to data in mini-block-
chain, they can do the same in regular blockchain.
The one way this can be done is using cloud block-
chain application.

With this proposed solution, the three require-
ments (confidentiality, integrity and availability)
that guarantee system security are fulfilled. Confi-
dentiality: The most sensitive information are pro-
tected from unauthorized accesses. Integrity: It
guarantees that data are not altered or deleted by un-
authorized parties. It is also usually added that, if an
authorized party damages the information, it should
be possible to undo the changes. Availability: Data
can be accessed when needed. The same solution
may be used for billing, but then all devices/peers
who want to send a digital currency transaction will
have to pay to the blockchain. It is called transaction
fee and it is one of the main tools used to speed up
crypto transactions, which are often slow due to
high congestion on the blockchain network. The
lower the blockchain fee, the lower your transac-
tion's priority in the blockchain network will be.
But this is not the goal of this paper. It’s men-
tioned for future researches and works. Of course
this is not the perfect solution either, but it does
provide a higher degree of data protection and what
is important, it does not load the loT network and
loT devices.

Another way to use blockchain within the loT
is in the smart transport, i.e. charging electric vehic-
les. In Figure 7 is shown the four-step charging pro-
tocol [12]. In the first step, research, EV sends a
request to blockchain. In the second step, bidding,
the charging stations send bids in response to the
previous request and one of them is selected in step
3, evaluation, by the EV. The fourth step is charging
and is not managed by blockchain.

6 (1) exploration (2) bidding
(4 @ 1

ElectricVehide = . 2. X  saeas

(3) evaluation
argmn g(-)
i

Blockchain

(2) bidding
(4) charging

Charging Stations

Fig. 7. Protocol for charging EV

In fact, in this case blockchain is an application
and an "intermediary" for sending a request from the
EV and offering it from the charging stations.

EVs cannot be monitored over time because
the network presents IDs that can be changed with
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each subsequent request. Moreover, in the request
do not specify the location they are in, but the region
in which they want to find a charging station. This
solution excludes the Proof of Work section and the
formation of blocks. Blockchain only serves to
verify the authenticity of the offers coming from the
charging stations and cannot be modified.

As we can see, blockchain can be implemented
to IoT and cloud in a different ways. It’s up to us
how we will use it’s benefits and properly secure the
network.

One more note, since end-devices and edge
devices do not have the capacity to execute all
blockchain processes, the server level is ideally
suited to modern the entire blockchain technology.
Such an approach could link centralized loT
deployment to a decentralized blockchain network,
where the server level will act as an access point to
the blockchain network.

6. CONCLUSION

In this paper are given use cases where block-
chain is used within the cloud computing and loT.
In the last years, blockchain is one of the most pop-
ular technologies that leads to improved security.
It’s somehow hard to implement it in it’s full func-
tionality with 10T, but if we try to mixed them all,
then a solution can be found which will significantly
improve the security and authenticity of data. From
the analysis given in this paper, can be concluded
that in the context of 10T the best solution is to use
blockchain as unchanging database. This is due to
the challenges we face when integrating both tech-
nologies. Another idea is to use multiple “small”-
blockchains in order to communicate with 10T us-
ers, and one “main”-blockchain implemented in
cloud, that will communicate with all of these small
blockchains.

From aspect of the cloud computing, the best
solution for using blockchain is dividing it in two
layers. The first layer will just verify packages (re-
duces latency) and second layer will do the complex
task Proof of Work. Moreover, for cloud computing,
we have proposed our solution, based on many
analyses over different solutions. According to our

solution, a usage of mini-blockchain within IoT and
cloud computing is proposed. Thus, as Section V
elaborates — our solution provides satisfied level of
data protection and, what is important, it does not
load the 10T network and IoT devices.

Finally, the blockchain can be used in its true
sense, without impacting the system, in payment
methods (where cloud is also used) and in many
other methods including cloud and mobile compu-
ting.

REFERENCES

[1] Crystal, Bedall: Information Week, 1 September 2019.

[21 Keke Gai, Meikang Qiu: Mobile Cloud Computing, Mod-
els, Implementation and Security, Pace University, New
York, USA, CRC Press, 2017.

[3]1 IEEE — Tech Fact: Cybersecurity hackers attack every 39
seconds, March 14, 2020.

[4] Mohammand Aazam, Eui-nam Huh, Imran Khan: Cloud
of things: Integrating internet of things and cloud com-
puting and the issues involved, Conference paper, January
2014.

[5] Tiago M. Fernandez-Carames, Paula Fraga-Lamas: A
Review of the Use of Blockchain for the Internet of Things,
Department of Computer Engineering, Faculty of Com-
puter Science, Campus de Elvifia, s/n, Universidade da
Corufia, 15071 A Corufia, Spain, July 6, 2018.

[6] Bo Zhao, Peiru Fan, Mintago Ni: Mchain: A Blockchain-
Based VM Measurements Secure Storage Approach in
laaS Cloud with Enhanced Integrity and Cotrollability
Wouhan University, Wuhan, China, August 28, 2018.

[71 J. D. Bruce: The Mini-blockchain scheme, March, 2017
www.cryptonite.info.

[8] Emanuel Ferreira Jesus, Vanessa R. L. Chicarino, Célio V.
N. de Albuquerque, Antdnio A. de A. Rocha: A Survey of
How to Use Blockchain to Secure Internet of Things and
the Stalker Attack, April 8, 2018.

[91 https://www.investopedia.com/terms/b/blockchainasaserv
ice-baas.asp

[10] https://innovationatwork.ieee.org/growing-cloud-
computing-utilization-in-2019/

[11] https://medium.com/@ppio/understanding-cross-chain-
technology-e36b9c0cfaf3

[12] Fabian Knirsch, Andreas Unterweger, Dominik Engel: Privacy
preserving blockchain based electric vehicle charging with dyna-
mic traffic decisions, Josef Ressel Center for User Centric Smart
Grid Privacy, Security and Control, Salzburg University of
Applied Sciences, Urstein Stid 1, 5412 Puch b. Hallein, Austria,
Septemeber 2017, page 2-8.

J. Electr. Eng. Inf. Technol., 5 (1) 39-46 (2020)


https://www.informationweek.com/cloud/cloud-20-a-new-era-for-public-cloud/a/d-id/1335639
http://www.cryptonite.info/
https://www.investopedia.com/terms/b/blockchainasaservice-baas.asp
https://www.investopedia.com/terms/b/blockchainasaservice-baas.asp
https://innovationatwork.ieee.org/growing-cloud-computing-utilization-in-2019/
https://innovationatwork.ieee.org/growing-cloud-computing-utilization-in-2019/
https://medium.com/@ppio/understanding-cross-chain-technology-e36b9c0cfaf3
https://medium.com/@ppio/understanding-cross-chain-technology-e36b9c0cfaf3

