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A b stract: This scientific paper discusses the application of single-board computers in performing various
projects focusing on the practical development of a radar system for detecting objects at short distances using the digital
development electronic board Arduino Mega 2560, that contribute to the development of electronic technology, micro-
computers and microprocessors and their application for educational purposes. An overview of various literary sources
related to the development of digital electronics, microprocessors, digital forensics as an important scientific discipline
within the security of sharing various information and their application during the development of various educational
projects has been used. Additionally, various methods and techniques used in steganography are illustrated, a study of
the implementation of those techniques, and a demonstration of the implementation process of one of the steganography
techniques using the QuickStego steganography tool. The development of the radar system for the detection of objects
at short distances was carried out by programming the ultrasonic radar system using the tools Arduino IDE, Processing
PDE, Matlab and Simulink, which offer support for the Arduino hardware.
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JUT'NTAJTHA PAZBOJHA EJIEKTPOHCKA IIJIOYA 3A JETEKIIMJA HA OBJEKTH
HA KPATKHN PACTOJAHMUJA CO CTETAHOI'PA®CKHU TEXHUKH 3A KPUEIBE HA ITIOJATOLHA

AmcTpakT: Bo0oBoj HayueH Tpy[ ce pasrieyBa IpIMeHaTa Ha KOMIjyTEepUTE CO e/IHa IJI0Ya IPY U3BEAy-
Bame Pa3IMYHU MPOEKTH, POKYyCHpajKH ce Ha MpaKTHYHATa U3pabOTKa Ha PagapCKU CUCTEM 3a JIeTeKIHja Ha 00jeKTH
Ha KpaTKH pacTojaHdja co TIOMOII Ha AWTHTAIHATA pa3BOjHA eJeKTpoHcKa mmmodya Arduino Mega 2560, mTo mpumo-
HeCcyBa 3a pa3BOjOT Ha €JEKTPOHCKATA TEXHOJIOTHja, MUKPOKOMIIjYTEpPUTE M MUKPOIIPOILIECOPUTE W HUBHATA NIPUMEHA
3a 0Opa3oBHH nenu. Kopucrenu ce u qajeH e mperiie]] Ha pa3iIndHH JINTepaTypHH H3BOPH KOM CE OJHECyBaaT Ha pas-
BOJOT Ha JWTHUTAJHATa EJICKTPOHMKA, MUKPOIIPOIIECOPH, TUTHTATHA (HOPEH3UKA KaKO BaXKHA HayYHA JUCIUILUIMHA BO
paMkuTe Ha 6e30€IHOCTa Ha CIIOJCTyBabEeTO Ha Pa3iInyHu HH(pOpPMAIMK 1 HUBHATA IPUMEHa BO TEKOT Ha n3paboTka
Ha pa3NuYHA 00pPa30BHHU MPOEKTH. JJOMONHUTENIHO Ce WIYCTPUPAaHH Pa3INuHA METOAN U TEXHUKU KO Ce KOPHUCTAT BO
creraHorpadujata, NpoydyBame Ha IMIUIEMEHTAllMjaTa Ha THE TEXHUKU M IPHKAXKYBambe Ha IPOLECOT Ha UMIJICMEH-
Talyja Ha elHa O/l TEXHUKHTE 3a cTeraHorpaduja co KOpucTeme Ha creraHorpadcekara anarka QuickStego. M3pabot-
KaTa Ha PaflapCKHOT CHCTEM 3a JAETEKIINja Ha 00jeKTH Ha KPaTKH pacTojaHMja € M3BPIIEeHa CO IPOrpaMUpame Ha yITpa-
3BYYHHOT paJapcku cucteM co momom Ha anmatkure Arduino IDE, Processing PDE, Matlab n Simulink, xon Hymat
MOJIPIIKA 32 XapABepoT Arduino.

Kuyunu 360poBu: mukpomnporecopu; Arduino Mega 2560; QuickStego; Arduino IDE; processing PDE

1. INTRODUCTION forensics as important scientific branches in the dig-
ital world. At the same time within the framework
The topic of this scientific paper has a wide ap- of programming and the use of algorithms which are

plication in the field of digital electronics and digital key elements in the course of the development of the
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practical part within the scientific paper, i.e. the cre-
ation of a ultrasonic radar system for the detection
of objects at short distances using the Arduino Mega
2560 digital development electronic board. The sci-
entific paper shows the importance of the applica-
tion of single-board computers in various educa-
tional processes and areas that are key factors for
development and scientifically advancements in
technology today. Digital forensics is also consid-
ered as a scientific discipline for collecting, storing,
and analyzing information and data that are trans-
mitted or stored in digital form and represent a cer-
tain importance for an organization or an individual
that proves a certain veracity of the information and
data itself. Through various literary sources are ex-
plained the importance of information security in
order to carry out communication between the users
themselves in a protected form. The scientific paper
itself presents certain methods and techniques used
in steganography to hide information and data in
various digital formats using the QuickStego ste-
ganographic tool that allows all information and
data to be transmitted safely without compromising
their security, study of the same techniques and a
practical presentation of the implementation process
of the steganographic technique itself. Through the
practical development of the Ultrasonic Radar Sys-
tem for the detection of objects at short distances
(furthermore: URSAD), in this scientific paper is
showed the way to successfully connect the Arduino
Mega 2560 digital development electronic board
(programmed with the Simulink simulation tool or
with the Arduino IDE tool) with a personal com-
puter using a program made with the Processing
PDE software. It allows to finally display on the
computer screen the presence of a certain object de-
tected by the short-range object detection ultrasonic
radar system. The integration of the Arduino Mega
2560 digital development electronic board with the
digital electronic platform, i.e., the integrated devel-
opment environment Arduino IDE and the pro-
cessing development environment Processing PDE,
which enables the programming of the Arduino
Mega 2560 digital development electronic board
and display on the computer screen, is also shown.

Further it’s demonstrated the practical imple-
mentation of the steganographic technique for hid-
ing information in an image with the received data
from the serial port of the Arduino IDE tool for the
distance and angle for the detected object from the
short-range object detection ultrasonic radar system
to enable that information securely to be sent over
the communication channel [15].

2. SINGLE BOARD COMPUTERS

A single-board computer is a device or digital
component that contains only the most necessary
circuitry needed to operate as a machine. These
boards, or single-board computers, are often
shipped without cases and other accessories in order
to keep the selling price low. A single-board com-
puter is also called a digital development electronic
board or a development board, because they can be
programmed and connected to various digital elec-
tronic platforms that allow the construction of vari-
ous systems or devices that develop the scientific
branch itself as a scientific discipline in today's dig-
ital science. The most important component, the
heart of a single-board computer, is the micropro-
cessor. A microprocessor is a unit that has several
General-Purpose Input/Output (GPIO) ports that
can be used for different digital applications, plat-
forms, and can be programmed to work in a certain
way. There are many manufacturers of micropro-
cessors available in the market and each manufac-
turer and brand has its own main purpose and pur-
pose with which they differ in selling price, capabil-
ities, features that offer users opportunities to use
them for making and experimenting with various
projects and scientific experiments from different
disciplines and fields [6, 7, 8, 9, 15].

Today's single-board computers are supported
by a large Internet community around the world,
where hobbyists and professionals share projects,
scientific experiments, scientific journals and pa-
pers, and help each other solve various problems en-
countered during their construction, projects or sci-
entific experiments. The large community is also an
important factor when it comes to educational pur-
pose. Information and data are easy and most likely
someone has already done a similar thing, which
can be a source of inspiration. Very often the source
codes are provided (open source), which makes it
easy for anyone interested to start a project or a par-
ticular experiment.

Depending on the application, different board
specifications are required. Some boards, or digital
development boards, are designed as multimedia
players and therefore need a microprocessor that
can handle video and audio acceleration. Another
popular single board computer is the Arduino digital
development board. It was started as a school pro-
ject with the main goal of developing a cheap solu-
tion that could be learning programming and elec-
tronics. This approach was quickly liked by ama-
teurs and researchers who found large areas of use,
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which contributed to the development of the com-
munity around the platform. The Arduino digital de-
velopment electronic board is designed to be pro-
grammed within their own integrated development
environment (IDE — Integrated Development Envi-
ronment) and uses the C** programming language
as a simple learning language for students in the ed-
ucational process. It also has the ability to expand
with compatible shields. A shield is a complete add-
on circuit that can be placed directly on the Arduino
board and can be programmed and used with vari-
ous applications. Such an example is a shield for
network communication between controllers (CAN
BUS — Controller Area Network) which enables the
Arduino protocol and the Servo Motor Shield which
makes the Arduino capable of controlling servo mo-
tors. Arduino is one of the most prominent plat-
forms on the market and an open access board,
which means that anyone can buy the parts sepa-
rately, download the schematic and build it at home.
Since the digital development circuit board is open
source, there are many different variants of the main
board. The Arduino Nano-digital development
board is the smallest board, which has very low
power consumption and can be used for applications
that do not require a lot of expandability. The Ar-
duino Uno-digital development board is one popu-
lar development board in the Arduino family of dig-
ital development boards. There are several different
types of integrated protocols, but there is no video
output as a standard option. It is often used as a pro-
totype for projects and products before the board is
scaled down and adapted to the application [2, 3, 9,
15].

The Arduino Corporation initiated a collabora-
tion with Intel and developed a new board, that is, a
digital electronic development board called the Ar-
duino Galileo. The Arduino Galileo digital develop-
ment board has been launched as an Internet of
Things (1oT) development board and has a more
powerful processor than its predecessor and also has
the ability to run a Linux operating system. It has
the same physical form factor as the Arduino Uno-
digital development board, which means it can be
used with most existing shields and code with minor
modifications [9, 12, 15, 16].

The Arduino digital development circuit board
was a turning point for the concept of single-board
computers as we know them today. It has been
proven useful in many applications and has a lot of
support from the Internet community. Thanks to the
open source, various versions have been developed
and extended to different application areas. There
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are several development boards available in the
market with different specifications and vendors.
This has also led microprocessor manufacturers to
add more features to the processor itself [9, 10, 11,
15, 17].

3. ARDUINO MEGA 2560 DIGITAL
DEVELOPMENT ELECTRONIC BOARD

Arduino Mega 2560 is shown in Figure 1 and it
represents a platform based on the Atmel ATMega
2560 microcontroller. In addition to the microcontrol-
ler, it also contains a number of elements and compo-
nents necessary for its proper operation. Programming
and communication with the computer is done using a
USB port. It is compatible with a number of other Ar-
duino boards and with the Duemilanove and Diecimila
platforms. The Arduino Mega 2560 digital develop-
ment electronic board, unlike other Arduino boards,
has more inputs to which sensors can be connected.
The technical specifications of the Arduino Mega
2560 digital development electronic board are shown
in Table 1[4, 13, 15].

ARDUINO
(Tt VA .
5 o PONER> CANALOG IN SHNmT A
258 E . QraNMeENn N OO0~~~

Fig. 1. Arduino Mega 2560 single board computer [2, 15, 18].

The operating voltage that can enable this micro-
controller through a pin, as with most Arduino boards,
is 5 V. The limit value of the input voltage has a range
from 6 to 20 V, and the recommended voltage at which
this microcontroller works is from 7 to 12 V. There,
are 54 digital input/output pins, 14 of which support
pulse-width modulation. It also has 16 analog inputs
and a 16 MHz crystal oscillator. It can be powered by
a USB port or an external source [3, 4, 13, 15].

4. DIGITAL ELECTRONIC COMPONENTS
AND PARTS FOR THE PRACTICAL PART

In this section are shown all the digital elec-
tronic components and parts that were used for the
practical part of URSAD for object detection in
short range (see Table 2).
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Table 1
Technical specifications of the digital single board

computer Arduino Mega 2560 [14, 15, 18]

Microcontroller

ATmega2560

Operating voltage

5V

Recommended input voltage

7-12V

Input voltage limit values

6-20V

Digital input/output pins

54 (15 of which provide PWM
output)

Analog input pin

16

DC input/output pin

20 mA

DC for 3.3V pin

50 mA

Polarity of external adapter

The middle part is positive

Number of digital outputs

14 (6 of which have PWM
capability)

Number of analog outputs

6

Input/output amperage

40 mA

Flash memory

256 kB of which 8 kB used by the
bootloader

SRAM

8kB

EEPROM

4kB

LED_BUILTIN

13

Operating frequency

16 MHz

Dimensions

101,52 x 53,3 mm

Mass

379

Table 2

Used digital electronic components
and parts for the practical part [15]

Components

Name of
components

Arduino Mega
2560

USB cable

Breadboard

Jumping Wires

Light-emitting
diode (LED)

Servo Motor

Ultrasonic
Sensor HC-
SR04

5. ALGORITHMS FOR FUNCTIONS
IN THE INTEGRATED DEVELOPMENT
ENVIRONMENT

The code in the Arduino IDE integrated devel-
opment environment is done with a combination of
the C and C** programming languages. As already
mentioned earlier in this paper, the code of the inte-
grated development environment consists of two
main functions void setup() and void loop() [1, 15,
18, 19, 20].

In the Figure 2 is depicted the algorithm for the
functionality of the servo motor, which allows to ro-
tate from 0 to 180 degrees and with that the ultra-
sonic sensor can detect the objects in the range of 40
cm by appearing the detected objects in the screen
of the laptop. In the Figure 3 is shown the algorithm
for the function calculateDistance that is used in the
code, which precisely gives the mathematical equa-
tion of the way of measuring the distance of the ob-
ject.

6. ALGORITHMS FOR FUNCTIONS
IN THE PROCESSING DEVELOPMENT
ENVIRONMENT

Figure 4 illustrates the algorithm written in
Processing code within the Processing Develop-
ment Environment. This code facilitates the creation
of the URSAD display and enables the visualization
of potential detected objects on the PC screen.

Furthermore, in the Figure 5 is shown the mo-
del development in Simulink, which practically al-
lows to integrate the digital electronic board Ardu-
ino Mega 2560 with the Processing Development
Environment (Processing PDE).

Since a lot of things happen in the background,
the algorithm for the void setup() and void loop()
functions will be presented. First we have the defi-
nition of variables and constants, then the value
i =15 is sent to the loop that checks if it is less than
or equal to the value 165, if the answer is yes then
that value is sent to the servo motor where there is a
short stop process of 30 microseconds and those val-
ues along with the distance are sent to the computer
program and finally the value of i will increase by
one more value and thus this cycle will repeat where
the servo motor turns from 15 to 165°, if the answer
is no then the value of i = 165 where the condition
is checked if it is greater than the number 15, if the
answer is no then that value is sent to the servo mo-
tor where there is a short stop process of 30 micro-
seconds and those values along with the distance is
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sent to the computer program and finally the value
of i will decrease by one less value and thus this cy-
cle will repeat where the servo motor turns from 165
to 15°, if the answer is no then we go back to the
previous function from the algorithm. These two
functions of the Arduino code are shown with an al-

gorithm in Figure 2.
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Fig. 2. Algorithm for void setup() and void loop() functions
[15]
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Fig. 3. Algorithm for the calculateDistance process [15]
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Fig. 5. Appearance of the model
in the Simulink simulation tool [15]
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As an additional process that is mentioned in
the explanation of the void loop() and void setup()
functions, and is very important, is the process for
calculating the distance, i.e., calculateDistance().
This process is mainly performed by the ultrasonic
sensor. A trigPin is given as an output value, if the
emitted signal is not rejected it means that we have
no target, and then a new signal is emitted again.

When the signal is rejected, then echoPin is at
logic zero. The distance calculation process is
shown by the equation distance = duration*0.034/2,
where the distance for each object can be different.
The complete distance calculation process is shown
by the algorithm in image no. 3.

7. PRACTICAL APPEARANCE
AND CONNECTION OF THE URSAD

From the information presented thus far, we've
developed a conceptual understanding of the ultra-
sonic radar's potential appearance and functionality.
This section will specifically show the appearance
of the URSAD and its function through pictures.

Through the graphic display shown in Figure
6, a visual representation of what the URSAD looks
like in reality is obtained. The difference in reality
is that the ultrasonic sensor itself is attached to the
servo motor.

The Figure 6 presents the connection of differ-
ent colored wires, usually the black wire is used to
connect the common end or the minus, the red wire
is used to connect the positive pole of the power
supply, while the rest of the wires can be chosen as
desired. What is important when connecting the rest
of the parts and the various wires is visibility during
the connection. Transparency in connectivity allows
for easier inspection of connected elements [15].

Fig. 6. Connecting the components of the URSAD [15]

The Processing program created in the pro-
cessing development environment plots the
URSAD surface based on the information and dis-
play of the detected target. The developed URSAD
for the detection of objects at short distances as part
of this paper in our laboratory is shown in Figure 7.

Object: In Range

Angle: 73 ° Distance: 8 cm

Fig. 7. The realistic appearance of the URSAD system for
detecting objects at short distances [15]

8. PRACTICAL DEMONSTRATION OF HOW
TO HIDE INFORMATION IN AN IMAGE
USING THE QUICKSTEGO TOOL

In the following section with practical demon-
stration are explained the steps of how-to code and
decode the information using the QuickStego tool.

a) Coding or encryption of information

In this part of the paper are explained the fol-
lowing steps of coding or encryption of information:

1) Open QuickStego tool to implement image
steganography. Now click on the "Open image" but-
ton to open the image [5, 15].

2) To select the cover image, click any image
that will act as our cover image to implement ste-
ganography to hide our secret data. In our case, the
cover image marked as a test image will be selected,
on which text will be hidden [5, 15].

3) After selecting the cover image, it is loaded
into QuickStego [5, 15].

4) Now we can write our secret message on the
cover image displayed on the tool on which the ste-
ganography will be performed.

This message is written in the black message
box on the right side of the cover image. The data,
i.e., the information that will be hidden in the image,
then will be taken from the output of the serial port
of the integrated development environment Arduino
IDE for the angle and distance of the object detected
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by the URSAD system [5], [15]. Figure 8 displays
the results regarding the detected angle and distance
of the object as captured by the ultrasonic sensor.

5) Click the “Hide text” button to hide the text
and save it on the image, otherwise it will not be
saved. Then the text message is hidden in the image
as shown in Figure 9 [5, 15].

CoM3 - n} X

Fig. 8. Angle and distance data of the detected object
from the URSAD system [15]

TecT cAnKa

Open Image ‘ Hide Text Get Text Open Text
e is now hidden in image. Upgrade “

Fig. 9. Hiding the secret message in the cover image [15]

6) Clicking the "Save image" button to save the
image allows QuickStego users to select the loca-
tion where the image containing the hidden data will
be saved [5, 15].

This is the file that when transferred will ap-
pear to be any normal image, but actually has some
secret data hidden inside the image itself.

b) Decoding or decryption of information

1) Open the QuickStego tool and then click
"Open image" to open an image [5, 15].

2) On the picture select the header or cover im-
age that was received from the sender [5, 15].

3) The selected cover image is now opened in
QuicksStego tool which will display the hidden text
message in black screen [5, 15].

4) In case the text is not displayed, it can be
obtained by clicking the "Get text" button to display
the hidden text from the title image [5, 15].
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9. FUTURE WORK

In order to enhance the Arduino Mega 2560 ra-
dar system for short-distance object detection, we
should consider these future steps [19, 15]:

1. Enhance Detection Accuracy: Refine radar
sensitivity and signal processing for more accurate
object detection.

2. Expand Object Recognition: Develop algo-
rithms for recognizing specific objects detected by
the radar.

3. Optimize Hardware Setup: Streamline con-
nections and components for better efficiency and
reduced size if applicable.

4. Implement Range Adjustment: Enable ad-
justable range settings for versatile detection capa-
bilities.

5. Enable Remote Monitoring: Investigate
ways to monitor detections remotely, possibly via
wireless connectivity.

6. Develop User Interface: Design a user-
friendly interface for intuitive system control and
data visualization.

7. Test and Validate: Conduct thorough testing
under various conditions to validate and refine the
system's performance.

10. CONCLUSION

In this paper, we present several achievements
with the application of digital development elec-
tronic boards or single board computers. Their ap-
plication in many other different scientific fields
and branches or combination with new codes or
models allows controlling, operating and giving in-
structions to all digital development electronic
boards and digital components to build different
systems with specific functions and capabilities.

In the overall work of this scientific paper, the
flexibility, characteristics and possibilities of digital
development electronic boards, their open code and
their application for various scientific fields, thro-
ugh which their unlimited connection and combina-
tion with other digital development electronic
boards, components, software and computers are
shown. These digital development electronic
boards, i.e., single-board computers, have a price
that is accessible to everyone, offer advanced fea-
tures, while being simple and can be used by stu-
dents in the educational process, for various other
scientific projects and experiments in other scien-
tific fields and disciplines. Digital electronic boards
can be used in the educational process and the study
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process, which are an important factor for the devel-
opment of education itself, and can also be used in
the industry to carry out various processes with
which they save certain human and time resources.
Steganography, a subset of digital forensics, em-
ploys diverse methods to securely transmit crucial
information, playing a pivotal role in technology's
advancement for safe communication and data
transfer.

The URSAD system detects nearby objects
and connects with the Arduino Mega 2560 board
through the Arduino IDE and Processing PDE. The
configuration shows cases for object detection on a
computer screen by utilizing data gathered from the
Arduino Mega 2560 hardware, summarizing the ac-
complishment achieved with the short-range ultra-
sonic radar system for object detection. It was also
shown how to connect the Arduino Mega 2560 dig-
ital development board with the Simulink simula-
tion tool.

Practical implementation of the steganographic
technique for hiding information in an image using
the steganographic tool QuickStego with the data
obtained from the serial port of the Arduino IDE
tool for distance and angle for the detected object
from the short-range object detection URSAD sys-
tem was also shown in practice. Moreover, the
framework presented here enables the information
to be sent securely over the communication channel
[15]. Also, the URSAD system demonstrates prom-
ising potential in short-range object detection,
showcasing a practical fusion of hardware and soft-
ware capabilities to enable precise and efficient
identification of nearby objects, marking a signifi-
cant stride in innovative technological advance-
ments.

In the near future, radar systems for detecting
nearby objects will see improvements through vari-
ous strategic advancements focused on refining
methods and system design. These efforts aim to
achieve better precision, superior outcomes, and
overall system advancement.
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